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AI-based Vulnerability 
Prioritization

Falcon Spotlight
AI-based Threat Level 

Assessment
CrowdScore

AI-based Sandbox Threat 
Analysis

Falcon SandboxIndustry’s first AI-based 
Threat Hunting

Falcon OverWatch

CrowdStrike
At the forefront of AI-led innovation in 
cybersecurity 

Generative AI and 
AI-Powered Signal 

Analysis 

AI-based Detection 
Deployed On-Sensor

Falcon Prevent 

Runtime Behavioral Analysis 
AI-Powered Indicators of 

Attack (IoA)

Generative AI
Charlotte AI

AI-based Malware 
Classification 

Falcon Prevent  Pioneered EDR: 
Fueling AI 
Revolution

Falcon Platform

Rich data and unique human expertise to train AI models
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New Attack 
Surface

• Applications
Apps to generate responses to a wide variety of prompts; 
usually web apps

• Foundational models
Pre-trained or fine-tuned large language models that usually 
require large cloud infrastructure

• Data
Training data that can be used to build expertise or fine-tune; 
usually hosted in the cloud 

• Infrastructure
Cloud or on-prem infrastructure for implementing and 
operating the models and apps

Applications

Foundational 
models

Data

Infrastructure

Responsible AI, Security, Privacy

AI Is Part Of Applications That Run On Infrastructure Hosted in a Private or Public Cloud 



Consumer Applications Enterprise Application

3rd Party Model, Data
API or App Access
Sanctioned or Not

3rd Party App With AI Features
Contractual Relationship

Sanctioned

Buying AI Applications

Pre-Trained Models Fine-Tuned Models Self-Trained Models

3rd Party Foundation Model
Own Workload API integration

3rd Party Foundation Model
Customized Model
Own Data Added

1st Party Model
Own, New Model

Own Data

Building AI Applications

Shadow AI

Input & Output

• Sensitive Data Leakage
• Contractual Infringement
• Data Protection Complliance

• Intellectual Property
• Reliance On The Unknow

3rd Party AI Risk 1st Party AI Risk

• Proprietary Model and 
Training Data 

• Own Data Protection
• Public IaaS Cloud Service 

Provider Risk Management

• Training Data Access Controls
• Confidential Data, Personal 

Data For Model Training
• AI High Risk Processing
• Contractual Infringement

• Same as Pre-Trained Models
• Proprietary Custom Model
• Own Data Protection

1st ^ 3rd Party AI Risk

3rd Party Risk Management 3rd Party Risk Management

Governance 
Management

1 Risk        
Management

2 Compliance 
Management

3 Operations 
Management

5 Supply Chain 
Management

6Controls 
Management

4

Buying Or Building AI Applications Come With Different Deployment Types And Risks



Security Operations

Incident Response

Proactive 
Security

Runtime
Protection

Which Risks 
Matter Most?

Which Threats 
Matter Most?Cloud Security

Threat and 
Vulnerability 
Management

Continuously
Monitor Posture

Stop Adversary
Attacks

FIX
RE
SP
ON
D

Flywheel Continuously Hardens Posture to Stop Breaches
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RITIZE

DETECTDISCOVER

DevSecOps / 
MLSecOps

Integrating Security Practices Into AI Applications LifeCycle Management



Get the
CrowdStrike
2025 Global
Threat Report



GRAZIE!
alvaro.delhoyo@crowdstrike.com

INSERISCI IN QUESTO 
SPAZIO IL TUO LOGO

www.cybersecitalia.events/cybersec2025
#CyberSEC2025Rome

http://www.cybersecitalia.events/cybersec2025

