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[Persistence] Create or manipulate accounts

Sharelock

[Credential Access] Multi-Factor Authentication Request Generation
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Fermiamo gli Attacchi
Proteggendo le tue identita digitali
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Problema

Le soluzioni esistenti non sono efficaci contro gli attacchi

Identity-based

&

e

©

Primo vettore
d’attacco

|dentita
non gestite

Intrusione dal
cloud

lgiene
dell'identita

30%

degli attacchi rilevati
coinvolgono tecniche con
l'identita come vettore

25%

di tutti gli attacchi
iniziano da identita poco
presidiate come gli
account dei contractors

75%

di incremento
y-o0-y di intrusioni nel
cloud della vittima
usando credenziali valide

30%

percentuale di account
inattivi o sovra
provisionati che sono
superficie d'attacco per
malintenzionati

Gartner | Verizon DBIR 2024 | Ponemon Cost of Data Breach 2024
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Security Infrastructure Schema

How ITDR Works With Infrastructure Security to Detect and
Respond to Identity Threats

Infrastructure security and Operation

Identity NDR SIEM
Infrastructure XDR
SOAR

Password Spray
Brute force
Credential scanning
SAML golden ticket
Pass-the-hash

Detection Response

IT Infrastructure

w25 U O

ON PREMISE APP DEVICE CLOUD

Unusual user activity
Privilege escalation
Lateral movement

Others...
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Non sempre
gli attaccanti
partono da qui

W

Initial
Access

Discovery

Privilege
Escalation

Credential
Access

Lateral
Movement



CONFIDENTIAL — DO NOT DISTRIBUTE

@ Sharelock

Sicurezza “CLASSICA”
tipicamente presente -
in azienda Initial

Access

IPS/IDS, NTA, EDR, AV,
TIP, SIEMs, Deception,
NDR, XDR...

Negli attacchi all'ldentita il
tempo utile per la
detection passa da

settimane aore.
Le tue attuali difese sono
in grado di reagire?

partono da qui

- =~

N Sicurezza specializzata
per attacchi verso le
IDENTITA’

Attacco
all'infrastruttura

\
\

Privilege
Escalation
"""""" Credential Attaccp
all'ldentita

\

Lateral
Movement

Gli attacchi
all'ldentita
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A brand new grammar from MITRE

MITRE ATT&CK® Matrix for Enterprise covering cloud-based

techniques

Initial access Execution Persistence
3 techr 2 techniques & techniques
Phishing Command and Account
Scripting Manipulation
Trusted Interpreter
Relationship Create
Serverless Account
Valid accounts Execution
Event Triggered
Execution
Modify
Authentication
Process

Office Application
Startup

Valid accounts

Privilege Escalation

4 tect

Abuse Elevation

Control Mechanism

Account
Manipulation

Event Triggered
Execution

Valid accounts

Defense Evasion

8 technigues

Abuse Elevation

Control Mechanism

Hide Artifacts

Impair Defenses

Impersonation

Indicator Removal

Medify
Authentication
Process

Use Alternate
Authentication
Material

Valid accounts

Tactic: Impact

Technique: Account Access Removal (T1531)
Mitigations: Alerting on these events may
generate a high degree of false positives, so

compare against baseline knowledge for

how systems are typically used and correlate

modification events with other indications of
malicious activity where possible.

Steal Application
Access Token

Steal Web Session
Cookie

Unsecured
Credentials

3

er
ool

Impact

4 techniques

Account Access
Removal

Endpoint Denial
of Service
Financial Theft

Network Denial of
Service
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Una nuova era per la
moderna cybersecurity

Approccio full-Al e
completa visibilita per
garantire una protezione
avanzata e proattiva delle
identita.

Analisi
comportamentale
full-Al

O]

@ Sharelock

IDENTITY SECURITY
PLATFORM

O]

ldentity Security
Posture
Management

Identity Threat
Detection &
Response
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ldentity Security Completa

Q) ~

Accounts
Activity
Activity
Impara i . E:(e)\:saﬁi:orrela Remediation | |Risposta e
comportamenn g automatica retro feedback
degli utenti comportamentali
Identity

Context /

Difesa Proattiva Difesa Reattiva

ISPM ITDR
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Visibilita completa sulla
tua infrastruttura di
ldentity

@ Visibilita completa

Completa visibilita su tutti | sistemi
di identity inclusi Entra ID, AD, Okta
e sistemi IAM/IAG/PAM

nnnnnnnnnnnnn

Account discovery, pulizia di
account non compliant, inattivi e
sovra provisionati

Clustering avanzato per decisioni
contestualizzate e ri-certificazione
automatica degli accessi

ISPM - ENTRAID

Admins

30

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Managers

10

Applications
50

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

Groups

1.023

External vs Internal | Users

Total
100

Dev




Analisi comportamentale
FULL-AI per bloccare gli
attacchi in Real-Time

Subject tactics overview

COLLECTION

@ Protezione REAL-TIME Playbook

Atypical authentication patterns in
Cloud Accounts
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Stop ad attacchi complessi e zero-
days in real-time con il blocco di
sessioni, account ed utenti

(i) There are substantial differences in the users usual login behavior have been noticed
However, no clear and malicious signs of an attack have been found. This connection has been reviewed and
recorded for audit purposes. These minor alerts are important as they can be autonomously used by the
system for future correlations. This part of the procedure ensures that even the slightest indications of a
security breach are detected and can be used for further analysis

p roteZ|O ne CO m p | eta a nC he O Itre ¥ Significant changes in the user?s usual login behavior have been noticed and further investigation are
required. Conduct a thorough investigation of the detected atypical authentication patterns to identify

I'accesso: rilevazione di |nsider potential credential access threats.
Threats su base comportamentale B Tioste o likantier i s aintes

Risposte completamente o
automatizzate con un policy engine
facilmente adattabile alla security
posture esistente -

Attack Timeline race kev [ Atert

@ Sharelock
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Beyond Access: holistic security for systems, data and privacy

Which business data window trained your behavioral products?

Unmasking the pretenders.

Data from Informatio Repositories: Sharepoint

mmmmm

Anomalous access pattern
Time, GeolP, Auth Protocol, Device / Client /
Browser, Password guessing attacks

Account misusage
Patterns in application functionalities or business
resource access, Account sharing

Data Security Threats
Data exfiltration, Data tampering, Data privacy violations,
Data sabotage

Insider Threats

Misuse of privileges, Business process compromise,
Unauthorized system changes, Abuse of administrative
privileges
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Il business value di Sharelock

Risposte piu
veloci

La detection real-time di
attacchi identity-based
permette risposte

piu veloci, con migliaia di
ore di investigazione
risparmiate

Meno falsi positivi Riduzione costi
L'analisi comportamentale La profonda integrazione
full-Al permette una con l'identity fabric
riduzione del aziendale riduce del

0/
75 %

dei falsi positivi con una i costi relativi a

drammatica riduzione dei compliance e igiene

costi associati dell'identita
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Grazie per 'attenzione!
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ldentity Security Platform: ITDR + ISPM

|| 1|
L] ]
Microsoft 365 Active Directory

Accounts activity
from BizApp API / audit / logs / SIEM

Q]
ACCESS
MANAGER

Identity Systems Activity (e.g. Azure AD
SignIinAudit via graph API)

.
[\

APPLICATIONS

ACCESS PROVISIONING /

MFA STATUS

Identity Context (for ISPM)

@ Sharelock

Find User
Habits

o0Oo

Detect Anomalies
and Threats

DATA COLLECTION

Response
(Playbook)




	Diapositiva numero 1
	Diapositiva numero 2
	Diapositiva numero 4
	Diapositiva numero 5
	Diapositiva numero 6
	Diapositiva numero 7
	Diapositiva numero 9
	Diapositiva numero 10
	Diapositiva numero 11
	Diapositiva numero 12
	Diapositiva numero 13
	Diapositiva numero 14
	Diapositiva numero 15
	Grazie per l’attenzione!
	Diapositiva numero 17

